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The ideas of this article develop the technologies for synchronization of chaotic information systems
components and parameters. Such systems hide information by embedding data into a chaotic carrier sig-
nal. Precision chaotic synchronization requires the correct measurement and analysis of chaotic dynamic
variables. A model for estimating the degree of synchronization of chaotic laser modes is proposed. The
model is based on the principles and methods of nonlinear chaotic values measurement. It provides the
measurement and analysis of chaotic variables, the formation of measurement portrait that represents the
states and dynamics of the system, and completes the methods for estimating the chaos degree, radiation
parameters stability, and degree of synchronization of dynamic variables. A scheme for studying and con-
trolling the chaotic dynamics of pulsed lasers, which includes a laser, a pulsed energy meter, a spectrum
analyzer, a pulse frequency measurement unit, and a system for control, synchronization and recording
measurement results is proposed. The divergence criteria for the dynamic variables’ values, fractal dimen-
sions, measurement phase? portraits are offered for evaluation of synchronization. The equation that con-
nects the fractal dimension and system parameters stability is obtained. It can be used for control of chaot-
ic information systems components and parameters dynamics.
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1. INTRODUCTION

The chaotic information methods and systems have
an important position among the future directions of
information and telecommunication technologies. Their
features are the combination of data with a chaotic
carrier signal, whose parameters are known only to the
sender and recipient. Furthermore, chaotic modulation
of digital data, in addition to secrecy, provides low sen-
sitivity to electronic nonlinearity in transmission and
reception. Both chaotic radio and microwave systems
and optical chaotic communication systems are devel-
oping today. The creation of a two-way optical chaotic
communication system is an urgent task [1-5].

A condition for the stable functioning of chaotic sys-
tems is stable, precision synchronization of the trans-
mitter and receiver (or the group of receivers) of infor-
mation [6], that in chaotic, unstable dynamics is a diffi-
cult task. The occurrence, course and characteristics of
nonlinear, chaotic processes depend on the number of
internal and external factors. Such systems demon-
strate strong fluctuations because of weak effects and
exponential divergence of phase trajectories.

Chaotic information technologies are based on the
physical and mathematical foundations of the infor-
mation theory, dynamic chaos, and synergies theories.
The implementation of precision synchronization in
chaotic systems can be achieved by methods and tools
of nonlinear measurement theory, the task of which is
to measure dynamic variables (DVs) of open, dissipa-
tive nonlinear dynamic systems (NDSs). Its main fea-
tures and models take into account that the measured
values are interval DVs with nonlinear stochastic or
chaotic dynamics, leading to stochastic and chaotic dy-
namics of measurement results. The time series of
measurement results are a non-Markov process, have
the Hausdorff dimension, small changes in the initial
conditions and fluctuations lead to significant changes
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of measurement results. It is proposed to use the sys-
tem phase portrait, fractal and entropy analysis, Lya-
punov indicators, prediction time and other tools to
study and classify the dynamics of chaotic DVs.

The aim of the article is to develop technologies for
precision synchronization of chaotic optical systems by
methods and tools of nonlinear measurement theory.
To achieve the goal, the following tasks were set and
solved: to analyze properties of dynamic chaos, which
became a basis for chaotic information technologies, to
analyze advantages of a chaotic signal as a carrier of
information, to study the method of chaotic synchroni-
zation, to develop the scheme for studying chaotic la-
sers and tools for evaluation of their parameters syn-
chronization.

2. SYNCHRONIZATION OF CHAOTIC
SYSTEMS

Dynamic (or deterministic) chaos is a phenomenon
that occurs in NDSs of different origins. In biological,
physical and technical NDSs, however, chaos arises
and insists in the same way. H. Haken defined chaos as
irregular motion described by deterministic equations
[7, 8]. This is a phenomenon when NDS behavior ap-
pears to be random even though it is determined by
deterministic laws. In electronic and optoelectronic
devices, chaos can be both spontaneous and controlled
process. Chaos demonstrates the following main char-
acteristics: a continuous power spectrum, an exponen-
tial decrease in the correlation function, a short predic-
tion time for the system dynamics, strong sensitivity to
initial conditions and noise, that results in the expo-
nential blurring of the phase trajectory, topological
mixing, a dense arrangement of periodic orbits in phase
space, the presence of an attractor.

Research into the causes and properties of chaos led
to the idea of developing new information technologies
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based on it. The perspective of this idea is based on the
following properties of chaos in technical systems: pos-
sibility of implementing a large number of chaotic
modes in one device, possibility of controlling a chaotic
mode with a small change in the control parameter of
the system, high information capacity of a broadband
chaotic by nature signal, an increase in the modulation
rate compared to regular signals and increase in the
information security. The studies by Pecora L.M. and
Carroll T.L. demonstrate the possibility of spontaneous
synchronization of the transmitter and receiver operat-
ing in a chaotic mode.

Chaotic communication systems differ in the ways
in which an information signal enters a chaotic carrier
signal. The literature describes the method of nonline-
ar mixing of the signal, the method of trajectory correc-
tion by small perturbations, the method of using the
thin attractor structure [9]. According to the properties
of chaos, even small changes in such a signal initiate a
change in its structure and chaotic mode. These changes
are difficult to detect by an outside observer but can be
reliably detected by an information receiver, which has a
synchronized receiver and a special equipment. The in-
put of information is accompanied by a change in pa-
rameters, and its extraction is ensured by selecting pa-
rameters that synchronize the receiver and the trans-
mitter. The device synchronized with the transmitter is
a nonlinear filter that allows to emit the desired chaotic
signal among others. The key task of the described tech-
nology is evaluation and precision reproduction of the
synchronization parameters. The theory of chaotic syn-
chronization is under development today [10].

Let us consider two NDSs that can generate chaotic
fluctuations. The state of each system is unambiguous-
ly defined as the sum of DV values [Xl(t),...,Xn(t)] at a

certain moment of time ¢. The evolution law F(X, t) de-
scribes the evolution of the initial state

[X,(t), - X, (8) ]:
F[X(t,)]- X, 1)

where X is the state vector of an n-dimensional NDS, n
is the number of DV.

NDS can be described by the following differential
equation:

dx(t)
dt

F[X®)] @)

Chaotic synchronization of two or more identical
NDS:s is called such time-identical change of the same
DVs characterized by chaotic oscillations, when the
systems maintain their stable conditions despite exter-
nal influences. It can be described by the formula:

AX(t) = }im\X;(t) —X;'(t)\ -0, 3)

where X;(t) and X;'(t) are the same DVs of two sys-

tems.
That is, the chaotic dynamics of both systems must
follow the same evolutionary law:
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FX,t)=F(X',1). @

During synchronization of different systems, condi-
tion (4) cannot be completed and synchronization is
considered in a topological sense when the phase tra-

jectories X (t) and X (f) are not synchronous but re-
peat each other and the function AX(¢) is random with

zero mean value.
Let us consider a hierarchical NDS characterized by
a vector X (2) consisting of two subsystems with state

vectors X (a leading system) and X (a following sys-

tem) (Fig. 1). Then equation (2) transforms into the
system:

dx’
dt

dd—)f =F [XX] F' [X",X’] } (5)

If signal Xi(t) from the leading subsystem comes

into the following subsystem, then under certain condi-
tions the difference between the input and output

X'2(t) signals is almost zero (3). Thus, there is a situa-

tion when the following system reproduces the dynam-
ics and values of the leading system DVs. An example
of the described procedure is an injection of modulated
radiation from a leading laser as pumping energy into
a following laser, when they form a chaotic optical in-
formation system.

Subsystem 1.1. . Subsystem 2.1.

Subsystem 1.2. Subsystem 2.2.

Fig.1 — Synchronization schema: NDS is a communication
system consisting of the transmitter NDS 1 (leading system)

and the receiver NDS 2 (following system), X, is the input

signal, Xi is the control signal, X{ is the output signal

Note that the condition (3) requiring the fulfilment
of the condition ¢ — o0 cannot be achieved in practice.
This ideal synchronous response can only be obtained if
there is no noise at all. Real NDSs, such as lasers, are
dissipative open systems subject to external influences,
leading to fluctuations in their DVs. In the case of cha-
otic modes, such systems are highly dependent on weak
control changes. For this reason, it is advisable to talk
about a small interval of DV AX(¢) (3). Stable and pre-

cision synchronization of two and more NDSs can be
provided by chaotic quantities measurement methods
developed within a nonlinear measurement theory.

3. IMPLEMENTATION OF PRECISION
SYNCHRONIZATION

According to [11], measurement precision is a close-
ness of agreement between indications or measured
quantity values obtained by replicate measurements on
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the same or similar objects under specified conditions.
Measurement precision is usually expressed numerical-
ly by measures of imprecision, such as standard devia-
tion, variance, or coefficient of variation under the
specified conditions of measurement. The ‘specified
conditions’ can be, for example, repeatability conditions
of measurement, intermediate precision conditions of
measurement, or reproducibility conditions of meas-
urement. A chaotic signal generator is precise if it
steadily keeps a set of chaotic modes, has low sensitivi-
ty to changes in the external conditions, in a pair ‘lead-
ing system — following system’ demonstrates a stable
synchronous response, etc. [1].

Analysis of these definitions made it possible to give
a definition for ‘precision synchronization of chaotic sys-
tems. Precision synchronization of chaotic NDSs is the
state of two or more systems when the divergence of DVs
values does not exceed a given value AX within a time
interval T At the same time, in a narrow sense, it is the

synchronization of output signals Xi and X; (Fig. 1). In

a broad sense, it is possible to talk about synchronization
of a number of DVs characterizing the systems states,
proximity of NDSs phase portraits generated by vectors
X' (leading system) and X (following system) and
proximity of their topological characteristics (Kolmogo-
rov-Sinai entropy, Lyapunov exponents, fractal dimen-
sion, etc.). The implementation of precision synchroniza-
tion requires correct and precise measurements of DVs,
their fluctuations and external influences that can start
the modification of oscillating modes.

The authors have developed a model for estimating
the synchronization of laser chaotic regimes. The
schema for studying and controlling chaotic dynamics
of pulse lasers is presented in Fig. 2. It can be used to
measure and evaluate the dynamics and stability of
DVs such as: pulse energy, duration and frequency,
radiation spectral characteristics. Blocks 1, 2, 10 are a

system consisting of two closed feedback loop subsys-
tems (NDS 1, Fig. 1) [12].

Fig. 2 — Schema for studying and controlling chaotic dynamics
of pulse lasers where X, is the control signal, E; are the DVs
(=0, ..., n):1— pumping system, 2 — laser, 3, 4, 7 — dividing
plates, 5 — pulse energy meter, 6 — spectrum analyzer, 8 —
pulse duration measurement unit, 9 — pulse frequency meas-
urement unit, 10 — system of control, synchronization and
recording of measurement results

During the experiment, the values of DVs are
measured and their dynamics is studied by a controlled
change in the signal Xn. The experiment generates the
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time series of DVs {x,} , series of measurement results
{ yi} and series of measurement estimates corrected for

all known systematic sources of uncertainty and stand-
ard uncertainty {u,} :

Oy =, + 1)y (3, — Uy, Yy, 1) (6)

The dataset (6) is the vector Y which is the result of
the measurement evaluation of the vector X.

The DVs possible values intervals should be calcu-
lated next. When chaotic dynamics demonstrates the
Lyapunov stability of phase trajectories in the space X,
the values of DVs form an attractor bounded by values

AX; = X" —Ximin or, taking into account (6):
AY; = (Vimin ~ Uimin» Yimax + Yimax) » M

where y, ., Yimax are estimates of the maximum and

minimum measurement X; results, u u are

imin > “imax
their uncertainties.

According to the obtained data of Y, a measurement
portrait is completed. A measurement portrait is a graph-
ical and numerical representation of the DVs measure-
ment results, which is an extended phase portrait of
NDSs, where each value X; is displayed by its evaluations

Y.(x;,y;) . The presence of measurement uncertainties
{;} in the measurement portrait, Y is a necessary condi-

tion for assessing processes precision. Furthermore, the
synchronization condition for the dynamics of two chaotic
NDSs (3) is described by the formula:

AY:hm\Y'—Y"\ -0, ®)
t—>T

where T'is a limited time, O is the zero vector.
The study of the measurement portrait (8) gives the
possibility to define topological characteristics of NDSs.
In the case of non-identical systems, when condition
(4) is not met, it is advisable to use the topological syn-
chronization criterion based on the Lyapunov expo-
nents 4, [12]:

AY =lim|4 — 4;
t->T

—0. ©))

Application of the criterion (9) is effective in the
case when the trajectories Xl'-(t) and X;'(t) in the

phase space are not synchronous but repeat each other.

A numerical assessment of the degree of chaotic dy-
namics (2) is completed using a fractal analysis of the
measurement results (6) and expressed by the fractal
dimension D:

D=2-H, (10)
where H is the Hurst parameter [12]:
H=In(R/s)/1In(n/2),

R() = max x(i,n)— min x(i,n),

1<i<n 1<i<n

x(in) =3 (x, %)
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where s is the standard deviation, x; is the arithmetic
mean of the values {xl} .

The dynamics can be classified using a fractal scale
with D values from 1 to 2. If D =1, the process (2) is
deterministic; if 1<D<1.5, the process is chaotic;
when D = 1.5, the process is random; when 1.5 <D <2,
the process has a noise range; if D=2, the range of
measured values is very big for analysis. Thus, the
fractal dimension D is a numerical characteristic of the
order or chaos of NDSs. Furthermore, the condition for
synchronizing the chaotic dynamics of two DVs for dif-
ferent NDSs is written as:

AD = lim|D/()) - D/(®)] - 0. (11)

To achieve precision, it is necessary to know the DV
stability value that is defined as:
2s

X

The analysis of expressions (11) and (12) makes it
possible to complete a new equation that demonstrates
the relationship between the DV stability and fractal
dimension of its dynamics in the form:

In(2R)
Axxn,
In( 2 )

D=2- (13)

According to (13), changes in the values of R and
Ax because of the control of X and device parameters
changes lead to changes in the NDS dynamics. Formu-
la (13) can be used for precision synchronization of cha-
otic optical systems (11) with changing stability values
Ax (12) and control of the fractal dimension D (13).
Unstable, chaotic dynamics is possible in both multi-
mode and single-mode lasers [13-15]. In a single-mode
laser, chaos is possible in the case of low resonator
quality and high pump power. It is possible to achieve
chaotic modes with low pump power and modulation
effect, such as temporary modulation of resonator loss
or inversion, and injection of a modulated coherent
electromagnetic field. Doubling the generation period
may also lead to chaos.

Thus, application of the model for estimating the
synchronization of laser chaotic regimes (Fig. 2) allows
to perform the following operations: to measure the
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4. CONCLUSIONS

One of the most important scientific tasks of
nowadays is practical application of the chaotic NDSs
characteristics research results. We try to use such
properties as continuous power spectrum, exponential
decline of correlation function, short system dynamics
forecast time, strong sensitivity to initial conditions
and noise etc. So, the ideas of our article develop the
technologies for synchronization of optical chaotic
information systems and their components. The main
advantage of these systems is an ability to hide useful
information into a chaotic carrier signal that looks like
a nose.

As chaotic system we have studied optical
information systems with chaotic lasers. Correct
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requires the correct measurement and analysis of
chaotic dynamic variables. For this aim we have
developed the model for estimating the synchronization
of laser chaotic regimes. Our model provides the
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have also obtained the equation that connects the
fractal dimension and stability of the NDSs
parameters.
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IIpenusiiina CHHXPOHI3AIisT XA0TUYHUX ONTHYHHUX CHCTEM
10.C. Kypcerwuii, O.C. 'matenxo, O.B. AdanacreBa
XapriscbKuil HAUIOHAILHUL YHI8epcumem padioesniekmporiku, np. Hayku, 14, 61166 Xapkis, Ykpaina

CraTTs IIpHUCBsAYeHAa MUTAHHIO PO3BUTKY TEXHOJIOTII CHHXPOHI3allll KOMIIOHEHT 1 ITapaMeTpiB XaOTUYHUX,
ONTUYHUX 1HQOPMATIHHUX CHCTEM, OCOOJIMBICTh SKUX TOJIATAE y BOYIOBI JaHUX B XaoTwuyHuil curHai. [Ipe-
IU3ifHa CHHXPOHI3Aallis BUMarae KOPEeKTHOTO BUMIPIOBAHHS 1 aHAJI3y XaOTHYHUX JUHAMIYHUX 3MiHHEX. Ha
OCHOBI1 IIPUHIIUIIB 1 METO/(IB BUMIPIOBAHDb HEJIIHIMHIX XA0OTUYHUX BEJIMYUH PO3POOJIEHA MOJEIIb OI[IHKH CTY-
IeHsI CUHXPOHI3allll Xa0TUYHUX PeKUMIB Jsa3epiB. Mozgesns 3abesnedye BUMIPIOBAHHS Ta aHAJII3 JUHAMIY-
HUX 3MIHHUX, (JOPMyBaHHS IIOPTPeTa BHMIPIOBAHHS CTAHIB 1 JUHAMIKH CHUCTEMH, J03BOJISE OI[IHIOBATH CTY-
HiHb Xa0THYHOCT, 3HAYEHHs CTA01JILHOCTI ITapaMeTpiB BHIIPOMIHIOBAHHS, a TAKOMK CTYIIIHB CHHXPOHI3aIrii
IVHAMIYHUX 3MIHHHX. 3alpOIIOHOBAHA CXeMa BUBUEHHS T4 YIPABJIIHHS XaOTUYHOK JUHAMIKOK 1MITYJIbC-
HUX JIa3epiB, [0 CKJIAIy KOl BXOISTH Jiadep, JIUYMJILHUK IMIIyJIbCHOL eHeprii, aHaJi3aTop CIIeKTpa, OJIOK BH-
MIpIOBAHHS YAaCTOTH IMILyJIbCIB Ta CHCTEMA YIIPABJIIHHSA, CHHXPOHI3AIlll 1 3alUCy Pe3yJIbTATiB BUMIPIOBAHbD.
JI71s OIHKM CHHXPOHI3AIlll 3aIIPOIIOHOBAHO KPHUTEPil Po30IKHOCTI 3HAUYEHD NMHAMIYHUX 3MIHHHUX, 3HAYEHb
dparTanbHOI poaMipHOCTI, (PA30BHX IIOPTPETIB BUMIPIOBAHL. JIJIg KOHTPOJIIO JUHAMIKK CHCTEMH B Po0OTI
OTPMMAHO CITIBBIJHOIIEHHS 3B'AI3KY (PPAKTAIBHOI PO3SMIPHOCTI, AK XapaKTePUCTUKN JUHAMIKHA 3MIHHOI, Ta Il
cTablIBHOCTI.

Knrouogsi ciosa: Xaornuna cucrema, Heminiiina quanamika, CuaxpoHisaiis.
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